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1 Introduction

The University of Cambridge Web Authentication System IIS Authentication Agent (UCam_WebAuth_IIS) allows IIS to use a Cambridge Web Authentication System (UCamWebauth) to identify users. Within the University, such a system is provided by Raven:

https://raven.cam.ac.uk/

The latest version of the module can be obtained from

http://raven.cam.ac.uk/project/iis/

The operation of UCam_WebAuth_IIS is quite complex (see the UCamWebauth documentation available at http://raven.cam.ac.uk/project/) but a common sequence goes:

1. An initial request for a protected document causes UCam_WebAuth_IIS to redirect the user's browser to a central authentication server

2. The authentication server and the user interact to establish the user's identity. This normally involves the user providing a user-id and password over a secure connection. The authentication server may set a session cookie so that it can respond to future authentication requests without needing to ask for the password again.

3. The central server redirects the user to the URL the user originally requested, including in the URL a cryptographically signed 'response' containing the user's identity and other information.

4. UCam_WebAuth_IIS intercepts this response and validates it. If this validation succeeds, UCam_WebAuth_IIS sets a local session cookie containing the user's identity.

5. The user's browser is then redirected to the original URL yet again, this time without the response message. This request, and all subsequent ones for URLs that are similarly protected, are processed based on the information from the session cookie.

The use of cookies may alarm some users. Sites that use ucam_webauth_iis should include a note about the local session cookie in their privacy policy or other suitable document. The cookie is set with no expiry date, which will prevent standards-compliant browsers from storing it on disk and will cause them to delete it at the end of the browser session. It is also set by default so that it will only be returned to the originating site. Sites can customise some of the behaviour of the session cookie – see section 5.3.1.

Because of the way that UCam_WebAuth_IIS is implemented, if a redirect to the authentication server is triggered by an HTTP POST request then any parameters submitted along with the POST request will be lost. This is particularly annoying if you e.g. submit a carefully constructed message to a bulletin board only to discover that your session cookie has expired while you were composing the message. A warning message is logged to the error log if a redirect is required when responding to a POST request.

2 Installing the agent

1. Start the Component Services administrative tool

2. Browse to ‘IIS WAMREG admin service’ in ‘Component Services\Computers\My Computer\DCOM Config’ and open the properties window from the context menu

3. In the security tab, edit the ‘Launch and Activation Permissions’

4. Grant the user running the web service the ‘Local Launch’ and ‘Local Activation’ rights. This will typically be ‘NETWORK SERVICE’. Additionally, these rights may need to be granted to the users running application pools

5. Close the Component Services administrative tool

2. Copy UCam_WebAuth_IIS.dll and UCam_WebAuth_IIS_Utils.exe to C:\Windows\System32\InetSrv

6. Start a command prompt in this directory

3. Run the command ` UCam_WebAuth_IIS_Utils.exe -i`

7. Run the command `IISReset` - this will cause a restart of the web service

8. If the ‘Internet Information Services (IIS) Manager’ administrative tool is open, it will need to be restarted.

3 Uninstalling the agent

4. Close the ‘Internet Information Services (IIS) Manager’ administrative tool

5. Close the ‘Event Viewer’ administrative tool

6. Start a command prompt

7. Change to C:\Windows\System32\InetSrv

8. Run the command `net stop w3svc` - this will stop the web service and all web sites.

9. To uninstall the agent and remove all configuration, run the command ` UCam_WebAuth_IIS_Utils.exe –ua`. To uninstall the agent, without removing users, groups and keys run the command ` UCam_WebAuth_IIS_Utils.exe –u`.

10. Run the command `net start w3svc` - this will restart the web service.

11. Remove the rights granted to IIS WAMREG during the installation

4 Operating requirements

4.1 RSA Public Keys

UCamWebauth uses RSA public key cryptography to verify that authentication responses are sent only by the trusted authentication server. The module needs access to the relevant RSA public keys. Within the University of Cambridge, the keys used by the Raven service are available from 

https://raven.cam.ac.uk/project/keys/
Adding the keys to the configuration is covered in section 5.1.2. The agent uses the self-signed x509 certificate (.crt) file.

4.2 Timekeeping

The protocol used to communicate between the module and the authentication server requires that both have access to accurate time values. UCamWebauth servers use NTP (Network Time Protocol) to set their clocks. Providing the server using the module has a clock synchronised by NTP or something similar then the default values for the time-related parameters in the module should be fine.

The Windows Time Service manages the time on a 2003 server. This can be configured with W32tm.exe. See the Microsoft documentation for help with this utility.

If the server clock can't be assumed to be accurate within a second or so then the Clock Skew server configuration item (see section 5.2.1) must be used to provide an estimate of the maximum possible error in the server's clock. 

5 Configuration

In this section, an object means either a directory or a file.

When the IIS MMC snapin is started after installation, new configuration sheets will have been added to the computer, virtual web server, virtual directory, and object property pages. The ‘UCam Web Auth’ filter will have been added to all web sites. Removing this filter will stop the agent from working.

5.1 Computer settings

Two new sheets will have been added to the computer property page. Changes to the computer settings will take up to 5 minutes to be read by the agent. The agent can be made to reread the configuration by restarting the web service using the IISReset command.

5.1.1 UCam Web Auth Users sheet
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UCamWebauth users need not be a user of the windows domain/server and hence they have to be added to the configuration before they can be granted access rights to the resources on the web servers.

Groups can be added to make the management of access rights easier. A user can be a member of zero, one or multiple groups. A user can have the same name as a group.

Typing a name into the text entry box and clicking the appropriate button creates a user or group. 

Users can be deleted by selecting their name in the list box and clicking the delete user button. This will automatically clean up their group memberships.

A group can be deleted in a similar fashion.

Modifying a user will change their name without changing their group memberships. Modifying a group changes its name without changing the membership list.

Users can be made a member of a group by selecting the relevant user and group in the list boxes and then clicking the ‘Add >> ‘ button. They can be removed by selecting the group and group member and clicking the ‘Remove <<’ button.

9. Users and groups can be exported using the command ` UCam_WebAuth_IIS_Utils.exe –w<file name>` and imported using the command ` UCam_WebAuth_IIS_Utils.exe –r<file name>`. The IIS MMC snapin should be closed during these operations.

UCam Web Auth Keys sheet
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This property sheet allows the management of the RSA public keys used to verify responses are from the configured authentication server.

The server will automatically list all configured authentication URLs. If a server has not been configured, then the default URL (https://raven.cam.ac.uk/auth/authenticate.html) will be assumed. It also counts the number of servers using a URL and the number of keys configured for that URL.

Selecting an authentication URL in the top list view will display all the configured keys in the bottom list view. Keys can be removed by selecting them and clicking the ‘remove’ button, or by clicking the ‘remove all’ button.

To add a key, the Base64 encoded x509 certificate file will need to be copied onto the server. The full path to the file can then be entered into the ‘File name’ text entry box, or the file can be selected using the ‘browse’ button. A ‘key name’ will need to be entered and the ‘Add’ button can then be clicked.

The ‘key name’ is the value sent by the authentication server to identify the private key used to encrypt the validation token and will be specified by the authentication server administrator.

The SHA1 and MD5 hashes will be calculated for the certificate. If these do not match the expected values, the adding of the certificate can be cancelled.

The key name should match the string returned from the authentication server. For the raven implementation, this will be a number. The name should not include spaces.

For virtual servers that will not be using the default authentication URL, the virtual server will need to be configured before keys can be added.

5.2 Virtual server settings

Two sheets are added to the virtual server property page. The first, ‘UCam Web Auth Config’, configures the virtual server. The second sheet is the settings sheet for the root virtual directory and is documented in section 5.3.

UCam Web Auth Config sheet
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This property sheet configures the UcamWebauth agent for the virtual server. 

The check box at the top of the sheet enables or disables the agent for the virtual server.

Authentication URL
This parameter specifies the full URL of the authentication service to use. This URL is configured on a virtual server wide basis. It is not possible to configure different authentication URLs for different areas of the virtual web server.

Apache equivalent: AAAuthService

Default: https://raven.cam.ac.uk/auth/authenticate.html

Response timeout
Responses from the authentication service are time-stamped. This parameter sets the length of time for which these responses are considered valid

Apache equivalent: AAResponseTimeout

Default: 20 seconds

Clock skew
As discussed in section 4.2, the clocks on the Web Application Agent and the Web Login Server should be kept in sync with NTP. If this is not possible, this parameter can be used to specify the maximum difference between the two servers.

Apache equivalent: AAClockSkew

Default: 0 seconds

Session timeout
This parameter specifies the maximum period of time for which a session will be valid. This parameter can be overridden by the Web Login Service response. Once this time period has expired, the user will be redirected to the Web Login Service to reauthenticate.

NOTE: this setting does not set the lifetime of the session cookie. Session cookies are always set without an expiry causing them to expire when the browser session finishes.

Apache equivalent: AAMaxSessionLife

Default: 2 hours

Inactive timeout
This parameter specifies the length of time after which an inactive session can be assumed to have expired. Setting this parameter to 0 disables the feature.

Inactivity tracking is rather approximate thanks to various forms of caching. In particular, revisiting a page that hasn't change since you last visited it may not count as activity - setting Cache Control (see section 5.3.1) to 'paranoid' may help with this, at the expense of increased network traffic and delays.

Apache equivalent: AAInactiveTimeout

Default: 0 seconds

Logout page
This parameter allows the specification of a logout page. If the end user accesses the logout page on the virtual server, then their session will be terminated.

Apache equivalent: ‘SetHandler AALogout’ for a location

Default: /logout.html

Logout message
The message to display when the end user accesses the Logout page

Apache equivalent: AALogoutMsg (this is not an exact equivalence as the IIS configuration does not allow for specifying a URL)

Default:

<!DOCTYPE HTML PUBLIC \"-//IETF//DTD HTML 2.0//EN\">

<html><head><title>Logout</title></head>

<body><h1>Logout</h1>

<p>You have logged out of this site.

<p>If you have finished browsing, then you should completely 

exit your web browser. This is the best way to prevent others 

from accessing your personal information and visiting web sites 

using your identity. If for any reason you can't exit your browser 

you should first log-out of all other personalized sites that you 

have accessed and then 

<a href="https://raven.cam.ac.uk/auth/logout.html">

logout from the central authentication service</a>.</body></hmtl>

5.3 Virtual directory, directory and file settings

5.3.1 UCam Web Auth

This sheet will either be disabled (on the root virtual directory) or not available if the agent has not been enabled for the virtual server.

The agent requires ‘anonymous access’ to be enabled for the object. Additionally, ‘Basic authentication’ can be enabled. No other authentication methods can be enabled. This configuration is set by clicking the ‘Edit…’ button for ‘Authentication and access control’ in the Directory or File security tab.

If Basic authentication is not enabled the agent will not set the AUTH_USER and REMOTE_USER headers.

If Basic authentication is enabled the headers will be set to the user name returned from the Web Login Service. A warning will be displayed regarding the transmission of passwords over the network in an unencrypted format. This message does not apply to the agent. No passwords are sent to the agent – they are all sent to the Web Login Service via secure mechanisms.
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Override parent settings
If this check box is checked, the parent directory settings are overridden. If it is unchecked, the parent directory settings are inherited.

This checkbox is always checked for the root virtual directory meaning it can never inherit from its parent.

Apache equivalent: None

Default: Inherit parent settings (except for root)

No authentication

Decode only

Enable authentication
These radio buttons configure the level of authentication required to access this object.

‘No authentication’ disables the UcamWebauth agent.

‘Decode only’ will not force the end user to authenticate, but if they are already authenticated the details decoded from their session cookie will be passed through to the underlying object in HTTP headers.

‘Enable authentication’ will force the end user to be authenticated. If they already have a session cookie, their authentication will be decoded from it. If they are not already authenticated, then they will be redirected to the Web Login Service.

Apache equivalent:

AAAuthService (set to empty string)

AAAlwaysDecode

AAAuthService (set to non-empty string)

Default: No authentication

Description
This description is used by the Web Login Service to display a description of the resource requesting authentication. It is restricted to printable ASCII characters (0x20 – 0x7e) though it may contain HTML entities to display other characters. The characters ‘<’ and ‘>’ will be converted to HTML entities before being sent to the browser and so the text can not contain HTML markup.

Apache equivalent: AADescription

Cookie domain
This parameter specifies the domain for the session cookie. The default domain is the current server.

Apache equivalent: AACookieDomain

Cookie path
This parameter specifies the path for the session cookie.

Apache equivalent: AACookiePath

Default: /

Force interaction with server
If this is checked, the end user will be forced to enter their password every time they are referred to the Web Login Service; they will nto be able to take advantage of the single sign on feature.

Apache equivalent: AAForceInteract

Default: off

Errors not returned from server
If this is checked, the Web Login Service will not return errors to the agent but will report them directly to the user.

Apache equivalent: AAFail

Default: off

Access rights
This button displays the Access Rights dialog, which is detailed in section 5.3.2.

Messages
This button displays the messages dialog, which is detailed in section 5.3.3.

Cache control
Caches can cause problems for cookie-based authentication systems. These radio buttons control what the agent does to work around this. There are three possible settings:

· Off – no additional headers sent

· On – headers are sent to disable most caching

· Paranoid – almost everything possible is done to discourage caching. This will increase server load, network traffic and delay the end user experience.

Apache equivalent: AACacheControl

Default: On

Do not inherit cookie settings
To enable easier configuration of ‘Always decode’, the inheritance of cookie settings can be configured separately to the inheritance of the other settings.

The root virtual directory can not be configured to inherit cookie settings.

Apache equivalent: None

Default: Inherit (except for root)

Cookie key
This parameter specifies a random key used to protect session cookies from tampering. Any reasonably unpredictable string will be satisfactory. This key should not be disclosed. It is stored in an encrypted form in the metabase. Care should be taken over which users are granted the right to read this file. ACLs can be used to control access to the keys. This is documented on the Microsoft website.

A value should be set for this parameter.

Apache equivalent: AACookieKey

Default: None

Cookie name
This parameter specifies the name of the session cookie.

Apache equivalent: AACookieName

Default:UCam-WebAuth-Session

Access rights dialog
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This dialog allows the specification of which end users can access the object. Users and groups in the right hand list boxes can access the object. Access can be granted and revoked using the Add and Remove buttons.
Checking the ‘Allow any authenticated user access’ will allow any authenticated user access to the resource. It will not be limited to users created on this server.
Users and groups are created on a server wide basis as specified in section 5.1.1.

Messages dialog
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This dialog box allows the configuration of the messages that are sent to the user. The messages are configured on a per object basis. The messages that can be sent are:

Cancel
This message is sent when the end user cancels their authentication with the Web Login Service.

Apache equivalent: AACancelMsg (this is not an exact equivalence as the IIS configuration does not allow for specifying a URL)

Default: 

<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">

<html><head><title>Error - authentication cancelled</title></head>

<body><h1>Error - authentication cancelled</h1>

<p>Authentication has been cancelled at your request. Unfortunately 

this means you will not be able to access the resource that you requested.

<p>If you cancelled authentication because you do not have a 

suitable username and password then you should contact the 

authentication system administrator to see if you can be 

registered. If you cancelled because of privacy concerns then you 

should contact the administrator of this server to see 

if there are other ways for you to access this resource.

</body></html>

No cookies
This message is sent if the end user’s browser is configured to not accept cookies. It is sent after they have authenticated with the Web Login Service. 

Apache equivalent: AANoCookieMsg (this is not an exact equivalence as the IIS configuration does not allow for specifying a URL)

Default:

<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">

<html><head><title>Error - missing cookie</title></head>

<body><h1>Error - missing cookie</h1>

<p>The web resource you are trying to access is protected 

by a system that uses a browser cookie to track your 

authentication state. Your browser does not seem to be 

returning an appropriate cookie, probably because it has 

been configured to reject some or all cookies. To access 

this resource you must at least accept cookies from 

this server.

<p>This can also happen if you follow a bookmark pointing 

to a login page. This won't work - to create a shortcut to a 

protected resource you should bookmark the page you arrive 

at immediately after authenticating.<p>This cookie will be 

deleted when you quit your web browser. It contains your 

identity and other information used to manage authentication.

</body></html>

Timeout
This message is displayed on the Web Login Service page when an end user’s session times out. The same restrictions apply with regard to the text displayed as are in force for the description (see section 5.3.1)

Apache equivalent: AATimeoutMsg

Default: your login has timed out.

Logout settings dialog
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This dialog allows the specification of the logout page and message. The logout page must inherit its cookie settings from the current object.

Logout page
This parameter allows the specification of a logout page. If the end user accesses the logout page on the virtual server, then their session will be terminated.

Apache equivalent: ‘SetHandler AALogout’ for a location

Default: /logout.html

Logout message
The message to display when the end user accesses the Logout page

Apache equivalent: AALogoutMsg (this is not an exact equivalence as the IIS configuration does not allow for specifying a URL)

Default:

<!DOCTYPE HTML PUBLIC \"-//IETF//DTD HTML 2.0//EN\">

<html><head><title>Logout</title></head>

<body><h1>Logout</h1>

<p>You have logged out of this site.

<p>If you have finished browsing, then you should completely 

exit your web browser. This is the best way to prevent others 

from accessing your personal information and visiting web sites 

using your identity. If for any reason you can't exit your browser 

you should first log-out of all other personalized sites that you 

have accessed and then 

<a href="https://raven.cam.ac.uk/auth/logout.html">

logout from the central authentication service</a>.</body></hmtl>

Authentication information

As discussed in section 5.3.1, if Basic authentication is enabled the AUTH_USER and REMOTE_USER headers will be set with the name of the logged in user after a successful authentication. The user’s name will always be logged if the server is configured to do this.

The following headers will always be set after a successful authentication:

Header
Description

X-AAIssue
The time/date at which the current authentication session started. This date/time is in the format similar to that specified by RFC 3339 except that time-offset is always 'Z' and punctuation is omitted e.g. "19850412T232050Z" would be 23:20:50 on 12th April 1985. 

X-AALast
The time/date of the last recorded activity by the user. Note that this will be the same as X-AAIssue unless inactivity timeouts are in use. This date/time is in the same format as X-AAIssue.

X-AALife
The maximum lifetime of the current authentication, in seconds.

X-AATimeout
The inactivity timeout currently in force, in seconds. 0 implies that inactivity timeouts are not in use. 

X-AAID
The identifier (serial number) of the authentication service response on which the user’s authentication is based. 

X-AAPrincipal
The user name – this will be the same as AUTH_USER if it is being set.

X-AAAuth
This indicates which authentication type was used if authentication was established by interaction with the user. This value consists of a single text token. The only value currently in use is 'pwd'.

X-AASSO
This indicates which authentication types were previously used if authentication was established based on previous successful authentication interactions with the user. This value consists of a sequence of text tokens separated by ','. The only value currently in use is 'pwd'. 

6 Licencing

Copyright (c) University of Cambridge 2005, 2006

This application agent is free software; you can redistribute it and/or modify it under the terms of the GNU Lesser General Public License as published by the Free Software Foundation; either version 2.1 of the License, or (at your option) any later version.

The agent is distributed in the hope that it will be useful, but WITHOUT ANY WARRANTY; without even the implied warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the GNU Lesser General Public License for more details.

You should have received a copy of the GNU Lesser General Public License along with this application agent; if not, write to the Free Software Foundation, Inc., 59 Temple Place, Suite 330, Boston, MA 02111-1307 USA

See the file COPYING for details.

7 Build requirements

Ensure the server has the latest updates from Microsoft installed.

To build the code the Microsoft Visual C++ Express Edition and the Microsoft Platform SDK are required. These are available for free download from Microsoft.

7.1 Installing Microsoft Visual C++ Express Edition

The Visual C++ toolkit is available from  http://msdn.microsoft.com/vstudio/express/visualC/default.aspx.

Install the graphical IDE. Installation of the MSDN and SQL Server Express is optional.

The toolkit needs to be registered with Microsoft if it is to be used for a period of greater than 30 days.

7.2 Installing Microsoft Platform SDK

The platform SDK is available from 

1. http://msdn.microsoft.com/library/en-us/sdkintro/sdkintro/devdoc_platform_software_development_kit_start_page.asp
2. The installation directory for the SDK is needed during the configuration of Visual C++.

The following components must be installed:

· Microsoft Windows Core SDK

· Tools

· Build Environment for 32-bit x86

· Microsoft Internet Information Server (IIS) SDK

· Build Environment

7.3 Configuring Microsoft Visual C++ Express Edition

7.3.1 Update Platform SDK directories

3. From the tools menu, select ‘Options…’.

4. In the tree view, select ‘VC++ Directories’ under ‘Projects and Solutions’.

5. Change the following entries:

Show directories for
change
to

Executable files
6. $(VCInstallDir)PlatformSDK\bin
<SDK install>\bin

Include files
7. $(VCInstallDir)PlatformSDK\include
<SDK install>\include

Library files
8. $(VCInstallDir)PlatformSDK\lib
<SDK install>\lib

where <SDK install> is the install directory of the Platform SDK.

9. Update the path for the PlatformSDK in ‘Executable files’, ‘Include files’ and ‘Library files’ to the location where you installed the platform SDK. The entries to update all begin ‘$(VCInstallDir)PlatformSDK\’.

Building the agent and utilities executable

1. Open the provided project file - UCam_WebAuth_IIS.vcproj

2. Change any configuration in the Config.h file.

3. Add support for additional languages in the files UCam_WebAuth_IIS.rc and UCam_WebAuth_IIS_Messages.mc if required.

4. Select the Release or Debug configuration in the configuration manager (build menu).

‘Rebuild’ the solution (build menu).
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